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All Member Councils 
 
Future EU changes to Data Protection For Councils – Update 
 
Councils will wish to have an understanding of the potential changes to Data 
Protection Regulation.   
 
Anyone wishing current guidance can find it at the Information Commissioner’s 
website at https://ico.org.uk/for-organisations/guide-to-data-protection/ 
 
and https://ico.org.uk/for-organisations/local-government/. 
 
 
The new EU General Data Protection Regulation (GDPR) has now passed the final 
legislative hurdle, and will replace the Data Protection Directive 1995. The GDPR is 
expected to come into force sometime in mid-2018.   As the GDPR is a regulation 
rather than a directive, it will apply directly in member states without any additional 
national legislation.   
 
The GDPR will impose greater restrictions on data processing and it offers less 
flexibility and a generally stronger framework overall. The aim is to provide a 
common set of rules across the EU.  However, member states (including the UK) may 
still impose additional controls to protect employee data (this was retained due to 
concerns about weakening some of the specific protections some member states 
already had in place).  
 
The GDPR aims to give individuals more information on how their data is processed, 
made available in a clear and understandable way; to make it easier to transfer 
personal data between service providers; to introduce a clarified "right to be 
forgotten" (the deletion of data for those who no longer want this to be processed, 
and provided that there are no legitimate grounds for retaining it); and the right to 
be informed when their data has been hacked.  
 
Individuals will have to be notified without undue delay if there is a high risk to their 
rights and freedoms. Companies and organisations will also be required to notify the 
national supervisory authority of any serious data breaches as soon as possible  
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(within 72 hours of awareness unless it is unlikely to result in risk to the rights and 
freedoms of the individual) so that users can take appropriate measures.  
The eight core principles in the previous Directive and the cross border transfer rules 
remain largely unchanged. However, there are significant new obligations for 
organisations and rights for individuals. As the penalties for failure to comply are 
high - maximum fines of €20,000,000 or 4% of global annual turnover (whichever is 
the greater) for serious breaches such as failure to have a lawful reason for 
processing, and maximum fines of €20,000,000 or 2% (whichever is the greater) for 
some of the processor, security and administrative related breaches - it is worth 
starting to consider action soon!  
 
Points to note:  
• the appointment of data protection officers: organisations including councils, 
involved in processing personal data as part of their core activities which involve 
regular or systematic monitoring or processing on a large scale of sensitive personal 
data (e.g. data related to health, racial or ethnic origin) and personal data relating to 
criminal convictions and offences will be required to appoint data protection 
officers.  
 
• subject consent: employers will be required to provide more detailed data 
protection notices to employees when they consent to data processing. Clauses in 
employment contracts will not be enough. Employers will not be able to rely on 
"legitimate" interest to process information without individual consent, and will 
have to provide a detailed privacy notice in advance.  
 
• subject access requests: employers will have to comply with data subject 
access requests within one month of receipt (rather than the current 40 days), with a 
possible two-month extension. Data Controllers will be able to charge a reasonable 
fee or refuse to comply with the request where it is "manifestly unfounded or 
excessive". Whilst this may make it easier to reject unreasonable requests, 
employers will be required to provide data subjects with additional information, 
including details of data retention periods and rights to have inaccurate data 
corrected. Most will need a defined procedure for handling requests, as a failure to 
meet the deadline or provide employees with access to all the data they request 
could result in a significant fine.  
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• sensitive personal data, especially relating to criminal records: lawful reasons 
for processing criminal records largely disappear, unless any additional national laws 
permit this. This may have a significant impact on background checks and 
investigations.  
 
• "right to be forgotten": there are new rules on this and a right to have 
inaccurate data rectified.  
 
• record keeping: there will be more restrictions on the type of data employers 
can retain and for how long. Record keeping is expected to increase significantly, in 
order both to ensure compliance (such as privacy impact assessments and audits) 
and also to defend any instances of non-compliance.  
 
• penalties: enforcement action and significant fines may apply to processors 
who fail to abide by the GDPR. Contracts for services and any other data sharing 
agreements may therefore need to be reviewed and may need amending.  
The Information Commissioner's Office has already issued a guide to help employers 
to start to prepare for this. 

mailto:hampshirealc@eastleigh.gov.uk
http://www.hampshirealc.org.uk/

